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	Guidance note: This Cloud Module contains provisions which are specific to "as-a-Service" types of services. It should be used for the provision of Cloud Services, including Software-as-a-Service, Infrastructure-as-a-Service and Platform-as-a-Service.
The Services Module (non-Cloud) is not appropriate for the procurement of Cloud Services and should not be used for the procurement of such Services. 
Please refer to the Digital.NSW ICT Purchasing Framework User Guide for more details in relation to the use of this Module. 
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Background
This Module forms part of the Digital.NSW ICT Purchasing Framework. 
The purpose of this Module is to set out the specific terms and conditions which apply to the provision of Cloud Services and related or ancillary goods and services.
The specific Services and Deliverables that the Supplier will provide under the Agreement are described in the Order Form.
[bookmark: _Toc73732999]PART A: PRELIMINARIES
[bookmark: _Toc73733000][bookmark: _Toc191278502][bookmark: _Toc191798904][bookmark: _Toc70928128][bookmark: _Toc83795739][bookmark: _Toc84990862][bookmark: _Toc140898716]General
[bookmark: _Toc73733001]Scope
The Supplier must provide the Cloud Services and associated Deliverables described in the Order Form on the terms of this Module and the other terms of the Agreement. 
[bookmark: _Toc73733002]Acknowledgements
The parties acknowledge and agree that the:
obligations in this Module supplement, and are in addition to, the parties' other rights and obligations under the Agreement. Except to the extent expressly provided in the Agreement, nothing in this Module is intended to limit or restrict any other provision under the Agreement; and
Customer is relying on the Supplier's expertise in providing the Cloud Services under this Module.
[bookmark: _Ref42627217][bookmark: _Toc73733003]Services Period
[bookmark: _Ref42671336]The Cloud Services must be provided for the Term or for such other period specified in the Order Form (Services Period). 
[bookmark: _Ref40058501][bookmark: _Toc41212723][bookmark: _Toc41260406][bookmark: _Ref41294579][bookmark: _Toc41296142][bookmark: _Toc41296351][bookmark: _Toc48544567][bookmark: _Toc48574064][bookmark: _Toc48574656][bookmark: _Toc48580070][bookmark: _Toc73733004][bookmark: _Ref40057293]Variations to Cloud Services
[bookmark: _Ref72169764]Unless otherwise specified in the Order Form, the Supplier may, subject to this clause 1.4, unilaterally upgrade or vary the functions, features, performance and other characteristics of the Cloud Services (Unilateral Variation) at its sole cost, provided that the Unilateral Variation:
does not reduce or diminish the security, functionality, performance or availability of the Cloud Services; 
does not breach the service standards and any applicable Service Levels that apply under the Agreement; and 
is consistent with the Supplier's obligations under the Core Terms, Module Terms and any Additional Conditions. 
[bookmark: _Ref70325752]The Supplier must, to the extent reasonably practicable, provide the Customer with advance notice of each proposed Unilateral Variation. Where it is impracticable to provide advance notice, the Supplier must provide the Customer with written notice of the Unilateral Variation within 24 hours of it coming into effect. 
Notice under clause 1.4(b) must be provided in writing and, notwithstanding clause 39.13 (Notices) of the Agreement, may, if specified in the Order Form, be provided in the form and via the medium specified in the Order Form. 
[bookmark: _Hlk19731189][bookmark: _Hlk19731296]If requested by the Customer, the Supplier must promptly provide the Customer with all information that may be reasonably requested by the Customer to understand the purpose, scope and effect of the Unilateral Variation.  
Where this clause 1.4 applies, the parties agree that it governs the process with respect to Unilateral Variations to the Cloud Services only. Where this clause does not apply, all variations to the Services must be made by following the Change Control Procedure, except to the extent otherwise expressly permitted under the Agreement (including clause 4.4 below). 
[bookmark: _Toc73733005]PART B: PROVISION OF CLOUD SERVICES
[bookmark: _Toc73733006]Provision and use of Cloud Services
[bookmark: _Toc73733007]Customer use and access to the Cloud Services 
(a) By the Dates for Delivery (or as otherwise agreed between the parties in writing), the Supplier must provide the Customer with access to:
(i) the Cloud Services; 
(ii) User Documentation that:
A. contains sufficient information to enable the Customer and Permitted Users to use the Cloud Services for the Permitted Purpose and in the manner contemplated under the Agreement; and 
B. complies with clause 8.4 (User Documentation) of the Agreement; and 
(iii) any Third Party Components or other Deliverables that are specified in the Order Form or are needed to utilise the Cloud Services in accordance with the Agreement.
(b) Where access codes are required to access the Cloud Services or User Documentation, the Supplier must provide the Customer with the relevant access codes by the date specified in the Order Form, or where no date is specified, on the Commencement Date. 
[bookmark: _Ref43253252][bookmark: _Toc73733008]Scope of licence 
Notwithstanding clauses 17.2, 17.4 and 17.5 of the Agreement, the parties agree that the licence rights with respect to the Licensed Software will be on the terms specified in this Module. 
Unless otherwise specified in the Order Form, Permitted Users may access and use the Cloud Services for the Services Period and for any purpose in connection with:
the Customer performing its obligations, and exercising its rights, under the Agreement; 
the full use of the Cloud Services and any associated applications as contemplated under the Agreement, including, where applicable, operating, supporting, enhancing, upgrading and maintaining the Cloud Services; 
the performance of tests and other quality assurance processes, including Acceptance Tests, in relation to the Cloud Services and associated Deliverables or systems that may integrate or interoperate with the Cloud Services; 
the carrying out, or exercise, of the functions or powers of the Customer, a NSW Government Agency or the Crown; or
such other Permitted Purpose specified in the Order Form.
[bookmark: _Toc73733009][bookmark: _Ref48377296]Licensing model 
(c) The parties agree that the licensing model specified in the Order Form applies to the Cloud Services being provided under the Agreement. 
Where the Cloud Services are licensed on a User Licensing Model, the following terms apply, unless expressly stated otherwise in the Order Form:
there is no cap on the number of Permitted Users who may access and use the Cloud Services, except where clause 2.3(b)(ii) applies; and
[bookmark: _Ref70495249]where the Order Form specifies that there is a cap on the number of Permitted Users, the Customer:
must ensure that only the number of Permitted Users specified in the Order Form (or as otherwise agreed between the parties in writing) use the Cloud Services; and
may, at its sole discretion, increase the number of Permitted Users at any time during the Services Period, subject to paying the additional licence fees in accordance with the rates and charges specified in the Payment Particulars or as otherwise agreed between the parties in writing. 
Where the Cloud Services are not licensed on a User Licensing Model, the Customer must ensure that it does not exceed any applicable consumption or other ceiling with respect to its use of the Cloud Services as specified in the Order Form (for example, storage cap). The Customer may, at its sole discretion, increase its consumption or ceiling at any time during the Services Period, subject to paying the additional licence fees in accordance with the rates and charges specified in the Payment Particulars or as otherwise agreed between the parties in writing. 
[bookmark: _Toc73733010]Performance 
The Cloud Services must be provided to meet or exceed any availability Service Levels and other Service Levels or, where none are specified, in a manner that ensures continuity of performance of the Cloud Services and minimises interruptions to the Customer's operations. 
1.2 [bookmark: _Toc43287353][bookmark: _Toc43202985][bookmark: _Toc73733011]Backups
(a) Unless otherwise specified in the Order Form:
(i) the Customer must take and maintain adequate backups of the data that is loaded into the Cloud Services; and
(ii) the Supplier must reasonably assist the Customer in relation to any transfer or restoration of such data and in relation to any backups made by the Customer.
(b) [bookmark: _Ref73551742]Where it is specified in the Order Form that it is the Supplier's responsibility to backup any data that is loaded into the Cloud Services, the Supplier must:
(i) [bookmark: _Ref73550982]perform an initial backup of such data;
(ii) take and maintain adequate and regular backups of such data; and 
(iii) carry out any other Data Services relevant to data backup specified in the Order Documents. 
(c) [bookmark: _Ref59173559]A backup undertaken under clause 2.5(b) must be undertaken in a manner which enables the relevant data to be accurately and completely restored, in the event that any failure of the Cloud Services causes damage to, or loss of, that data.
[bookmark: _Ref73634332][bookmark: _Toc73733012]Records of usage and audits
If specified in the Order Form, the Supplier:
must supply the Customer with reporting and monitoring tools to assist the Customer to verify its compliance with the licensing terms under this Module; and
may, acting reasonably, undertake audits in accordance with this clause 2.6 to verify the Customer's compliance with the licensing terms under the Agreement. All audits under this clause will be conducted at the Supplier's sole cost. 
All audits under this clause 2.6 must be conducted in accordance with the auditing timeframe and procedure specified in the Order Documents.
(d) Upon completion of each audit, the Supplier must promptly provide the Customer's Representative with a copy of the audit report or findings. 
The Supplier must not install any tools or applications within the Customer Environment or systems in order to conduct any audits without the Customer's prior written agreement.
[bookmark: _Toc73733013]Additional Cloud Services terms
The parties must comply with any Additional Conditions specific to certain types of Cloud Services where specified in the Order Form. 
2. [bookmark: _Ref43271066][bookmark: _Ref43271073][bookmark: _Toc73733014][bookmark: _Toc43078606][bookmark: _Ref42941069]Restrictions 
(a) Except to the extent permitted by Law or by the Agreement, the Customer must not without the Supplier's written consent:
(i) remove or alter any copyright or other proprietary notices appearing in the Cloud Services;
(ii) reverse engineer, decompile, dissemble or otherwise attempt to discover the Cloud Services' source code other than in accordance with any applicable escrow agreement; or 
(iii) do, or omit to do, any additional things specified in the Order Form.
(b) Nothing in this clause 3 restricts the Customer from providing the Permitted Users with access to, and use of, the Cloud Services and any associated application(s) on the terms of this Module.
[bookmark: _Toc43248185][bookmark: _Toc43248258][bookmark: _Toc43249693][bookmark: _Toc43249777][bookmark: _Toc43249862][bookmark: _Toc43248186][bookmark: _Toc43248259][bookmark: _Toc43249694][bookmark: _Toc43249778][bookmark: _Toc43249863][bookmark: _Toc39851843][bookmark: _Toc39855819][bookmark: _Toc43248195][bookmark: _Toc43248268][bookmark: _Toc43249703][bookmark: _Toc43249787][bookmark: _Toc43249872][bookmark: _Toc43248203][bookmark: _Toc43248276][bookmark: _Toc43249711][bookmark: _Toc43249795][bookmark: _Toc43249880][bookmark: _Ref48574102][bookmark: _Toc73733015]Data
[bookmark: _Toc73733016][bookmark: _Ref72184084]Customer Data 
[bookmark: _Ref19624772]If any Customer Data is created by the Supplier in the course of providing the Cloud Services under this Module, then all rights, title and interest in that Customer Data vest in the Customer on creation in accordance with the Agreement.   
[bookmark: _Toc72269525][bookmark: _Toc72271745][bookmark: _Toc72269526][bookmark: _Toc72271746][bookmark: _Toc72269527][bookmark: _Toc72271747][bookmark: _Toc70334047][bookmark: _Toc70436477][bookmark: _Toc72149950][bookmark: _Toc72269528][bookmark: _Toc72271748][bookmark: _Toc58362489][bookmark: _Toc58368449][bookmark: _Toc58371026][bookmark: _Ref16084141][bookmark: _Ref10365618][bookmark: _Ref10365592][bookmark: _Toc73733017][bookmark: _Ref19626414][bookmark: _Ref16083008][bookmark: _Ref16082994][bookmark: _Ref11506506]Supplier’s security controls for viewing and accessing Customer Data
(c) [bookmark: _Ref70333163][bookmark: _Ref43254137]Where the Supplier, the Supplier's Personnel or any third party associated with the Supplier are able to view or access Customer Data in the course of providing the Cloud Services or any other Supplier's Activities, then the Supplier must ensure that:
such access is only in accordance with the Agreement;
such access is via a secure virtual private network; 
only the Supplier’s Personnel who have undergone security awareness training in accordance with clause 21.3(c) (Audits and compliance) of the Agreement are able to view or access Customer Data; 
all access is logged in such a manner that access by any person is auditable and traceable. The Supplier must keep such access logs for at least seven years, and provide the Customer with a copy of such access logs on request;
all access is monitored by the Supplier and under the Supplier's control and supervision at all times; and
except where expressly authorised by the Agreement or by the Customer in writing, persons are not able to download, extract, edit, store, copy (whether electronic or hardcopy), print or otherwise retain any Customer Data.
(d) [bookmark: _Ref496202204]If requested by the Customer, the Supplier must promptly:
notify the Customer in writing of how it will comply (or is complying) with its obligations under this clause 4.2; and
respond to any security-related questions received from the Customer in relation to the Cloud Services and provide reasonable assistance (including related information and Materials) to the Customer in relation to the security of the Cloud Services, including any related information and Materials held by the Supplier’s subcontractors. 
[bookmark: _Toc43249721][bookmark: _Toc43249805][bookmark: _Toc43249890][bookmark: _Toc43249722][bookmark: _Toc43249806][bookmark: _Toc43249891][bookmark: _Toc43248216][bookmark: _Toc43248289][bookmark: _Toc43249725][bookmark: _Toc43249809][bookmark: _Toc43249894][bookmark: _Toc43248217][bookmark: _Toc43248290][bookmark: _Toc43249726][bookmark: _Toc43249810][bookmark: _Toc43249895][bookmark: _Ref43251497][bookmark: _Toc73733018]Storage and transfer of Customer Data
[bookmark: _Ref58331034][bookmark: _Hlk10017834]Unless otherwise agreed by the Customer in accordance with clause 4.4, the Supplier and its Personnel must ensure that it provides the Cloud Services from data centres in NSW or the primary data centre and any secondary data centre(s) as specified in the Order Form. 
[bookmark: _Ref10294161]For the purposes of clause 19.3(b) (Location of Customer Data) of the Agreement, under this Module the Supplier may transfer, store, process, access, disclose or view Customer Data outside New South Wales, Australia:
where necessary to comply with any applicable Law or a binding order of an Authority (such as a subpoena or court order) imposed on the Supplier, provided that the Supplier gives the Customer reasonable notice of any such legal requirement or order to enable the Customer to seek a protective order or other appropriate remedy; 
[bookmark: _Hlk11325072][bookmark: _Ref10295482]via remote access for the sole purpose of accessing or viewing Customer Data to perform support and maintenance services, to the extent permitted in the Order Form; or
where otherwise permitted under clause 19.3 (Location of Customer Data) of the Agreement, 
and, in any event, subject to, and in compliance with, all other provisions of the Agreement, including the Data Location Conditions. 
Nothing in this clause 4.3 relieves the Supplier of its obligations to protect and keep Customer Data secure in accordance with the Agreement, including the Supplier's obligations under clause 20 (Privacy) of the Agreement.   
[bookmark: _Toc58368452][bookmark: _Toc58371029][bookmark: _Ref19626479][bookmark: _Toc73733019]Change to location of Customer Data
[bookmark: _Ref19625645]The Supplier must not (and the Supplier must ensure that its Personnel do not) change the location of any data centres to a location outside NSW or to a location other than that specified in the Order Form without:
notifying the Customer in writing at least six months prior to such proposed change or such other timeframe specified in the Order Form; and 
obtaining the Customer's prior written consent which may be given or withheld at the Customer's sole discretion. 
[bookmark: _Ref48344607]The Supplier must not propose changing the location of any data centres to any location that is identified as an "excluded location" in the Order Form or that would cause the Supplier to breach its obligations under the Agreement.
The Supplier must ensure that the notice it provides under clause 4.4(a) sets out:
the proposed change to location and any associated change to data centre conditions;
[bookmark: _Ref19626233]the date on which the Supplier proposes the change will occur; 
the reason for the proposed change; 
any impact of such changes on the Customer’s or Permitted Users' ability to access, use and interact with the Cloud Services; 
the proposed data migration and security measures that the Supplier will apply; and 
such other details as reasonably required by the Customer. 
The Supplier agrees to provide all assistance reasonably requested by the Customer to assess the proposed change to the data centre location.  
[bookmark: _Ref48576970]The Supplier acknowledges and agrees that where the Supplier or its Personnel changes the data centre location with respect to the Cloud Services:
the Supplier has no entitlement to additional costs as a result of the data centre change (including, the costs of any data migration or backup); and 
the change to the data centre location will be at the Supplier's sole cost. 
[bookmark: _Ref48575968]Without limiting the Customer's termination and other rights and remedies under the Agreement and at Law, the Customer may with written notice to the Supplier and its sole election:
immediately terminate the Agreement; or
remove all or any aspect of the Cloud Services from scope, 
where the Supplier changes the data centre location (or signals its intention to do so) without the Customer's prior written consent or otherwise fails to comply with its obligations under this clause 4.4. The Supplier will have no Claim against the Customer where the Customer exercises its rights under, or seeks to enforce, this clause 4.4.
[bookmark: _Toc43248224][bookmark: _Toc43248297][bookmark: _Toc43249733][bookmark: _Toc43249817][bookmark: _Toc43249902][bookmark: _Toc43248225][bookmark: _Toc43248298][bookmark: _Toc43249734][bookmark: _Toc43249818][bookmark: _Toc43249903][bookmark: _Toc43248229][bookmark: _Toc43248302][bookmark: _Toc43249738][bookmark: _Toc43249822][bookmark: _Toc43249907][bookmark: _Ref70333242][bookmark: _Toc73733020]Media decommissioning process
[bookmark: _Ref10366854]The Supplier must conduct a media decommissioning process prior to the final disposal of any storage media used to store Customer Data. The Supplier must ensure that:  
prior to final disposal, any storage media used to store Customer Data will be securely degaussed, erased, purged, physically destroyed, or otherwise sanitised in accordance with the requirements of the Australian Government Information Security Manual and the Customer's Policies, Codes and Standards; and 
[bookmark: _Ref11431345][bookmark: _Hlk11321303]it complies with any additional requirements in respect of decommissioning that may be set out in the Order Form. 
If requested by the Customer, the Supplier must provide the Customer with a report or certification showing that clause 4.5(a) has been complied with.  
[bookmark: _Ref42838453][bookmark: _Toc73733021]Data control and other requirements
The Supplier must: 
implement and comply with all relevant data retention and disposal requirements specified in the Agreement; and 
ensure that the accessibility or usability of Customer Data does not change detrimentally in any respect, subject to any agreed downtime of the Cloud Services.
[bookmark: _Toc73733022]PART C: SUPPORT SERVICES 
[bookmark: _Toc73733023]Provision of Support Services
[bookmark: _Toc73733024]Application 
This Part C applies where it is specified in the Order Form that the Supplier will provide Support Services in relation to the Cloud Services. 
[bookmark: _Toc73733025]Support Period
All Support Services under this Module must be provided for the Support Period.
2.2 [bookmark: _Toc43287370][bookmark: _Toc43203010][bookmark: _Toc73733026]General 
The Supplier must carry out the Support Services specified in the Order Form. 
The Supplier must carry out the Support Services:
in accordance with the requirements in this Part C and any additional requirements specified in the other Order Documents; 
to meet any applicable Service Levels;
in a manner that is consistent with the Customer's operating requirements (if any) and the Specifications; and
in a manner that causes minimal disruption to Permitted Users and the Customer's operations.
[bookmark: _Toc73733027]Help desk
(a) If the Order Form specifies that the Supplier will provide help desk Services, the Supplier must provide help desk Services during the times of operation and in accordance with the Specifications and any other requirements of the Agreement.
(b) The Supplier must:
(i) respond to, and investigate, requests to the help desk in a timely and efficient manner and in accordance with any requirements and Service Levels specified in the Order Documents; and 
(ii) ensure the help desk is provided by Personnel who are sufficiently qualified and experienced to resolve and escalate issues.
[bookmark: _Toc69486010][bookmark: _Toc43203013][bookmark: _Toc73733028]PART D: GENERAL
3. [bookmark: _Ref42597616][bookmark: _Toc43203014][bookmark: _Toc73733029]Training
3.1 [bookmark: _Toc43203015][bookmark: _Toc73733030]Training Services
(a) This clause 6 only applies where it is specified in the Order Form that the Supplier will provide training Services or Deliverables. 
(b) Unless otherwise specified in the Order Documents, the Supplier must:
(i) provide training Services and any training materials at the times and in accordance with the requirements specified in the Order Documents; and
(ii) prepare and submit to the Customer's Representative for approval, by the date specified in the Order Documents, a training Plan for carrying out the training Services. The training Plan must:
A. describe the type of training Services to be provided (for example, user training, "train-the trainer" training or awareness training);
B. describe how the training will be delivered;
C. specify the responsibilities of both parties in connection with the training, including any Customer Supplied Items to be provided in connection with the training;
D. specify any maximum and/or minimum number of attendees per training course; and
E. include such other detail as specified in the Order Documents.
(c) For clarity, the training Plan is a Document Deliverable. Clause 8 (Document Deliverables) of the Agreement therefore applies to the training Plan, including any updates to it. 
(d) Training will occur at the location(s) specified in the Order Documents or such other location(s) agreed by the Customer in writing.
3.2 [bookmark: _Toc43203016][bookmark: _Toc73733031]Training Reports
(a) [bookmark: _Ref43152322]Where specified in the Order Form, the Supplier must provide the Customer's Representative with written reports in relation to the provision of training Services (Training Reports). Unless otherwise specified in the Order Form, the Training Reports must cover: 
(i) the status of the training; 
(ii) any issues that the Supplier has encountered in delivering the training; 
(iii) any "lessons learnt" or areas for future improvement; and 
(iv) such other details as set out in the Order Form. 
(b) The Training Reports must be provided by the Supplier on a fortnightly basis for the duration of the training Services or at such other intervals as set out in the other Order Documents. 
4. [bookmark: _Toc43203017][bookmark: _Toc73733032]Additional and ancillary Deliverables and Services
4.1 [bookmark: _Ref42697839][bookmark: _Toc43203018][bookmark: _Toc73733033]Provision of additional and ancillary Deliverables and Services
The Supplier must supply:
(a) any additional or related Deliverables or Services specified in the Order Documents, including (where specified):
(i) Data Services; and 
(ii) the provision of Non-ICT Services and associated Deliverables; and
(b) all other goods and services that are incidental or ancillary to the provision of the Deliverables and Services under this Module and that are required to ensure that the Cloud Services complies with the Specifications and other requirements of the Agreement.
4.2 [bookmark: _Toc43203019][bookmark: _Toc73733034]Requirements
The Supplier must provide all additional, related, incidental and/or ancillary Deliverables and Services specified in clause 7.1 in accordance with all applicable requirements and timeframes under the Agreement. 
5. [bookmark: _Toc58371048][bookmark: _Toc58371049][bookmark: _Toc58371050][bookmark: _Toc58371051][bookmark: _Toc58371052][bookmark: _Toc48577247][bookmark: _Toc73733035][bookmark: _Ref42631523][bookmark: _Ref42953247][bookmark: _Ref42953366][bookmark: _Toc43203022]Records 
(a) The Supplier must keep and maintain full and accurate records of all Deliverables and Services provided under this Module in accordance with the Agreement and this clause 8. 
(b) Unless otherwise specified in the Order Documents, the records must include the following details:
(i) any issues in relation to the Deliverables and Services that have arisen or been reported by the Customer; 
(ii) a record of any Deliverables provided as part of the Cloud Services, including the:
A. date provided; 
B. quantity provided; and
C. name and (where applicable) serial number of the Deliverables; 
(iii) any repairs, replacements or other remedial action taken by the Supplier or its Personnel in relation to any Deliverables (or parts or components) that have been supplied as part of the Cloud Services;
(iv) any Delays associated with the provision of the Deliverables and Services and the reason for those Delays; 
(v) any actions that the parties need to take, or decisions that need to be made, to ensure the provision of the Deliverables and Services in accordance with the requirements of the Agreement;
(vi) the progress of the Deliverables and Services against any Project Plan; and
(vii) such other records in relation to the Deliverables and Services that are specified in the Order Form.
(c) The Supplier must, at its sole cost, provide copies of the records required to be maintained and kept under this clause 8 to the Customer's Representative in accordance with the times set out in the Order Documents or as otherwise reasonably required by the Customer.
6. [bookmark: _Toc43203023][bookmark: _Toc73733036]Exceptions
(a) [bookmark: _Ref42598671]The Supplier is not liable for any failure of the Cloud Services to comply with the Agreement to the extent arising as a result of:
(i) any Critical CSI not operating in accordance with the Agreement;
(ii) any misuse of the Cloud Services by the Customer;
(iii) [bookmark: _Ref42937066]the Customer's combination, operation or use of the Cloud Services with any other product, equipment, software or document of the Customer or a third party except where:
[bookmark: _Ref72182439]such combination, operation or use is authorised under the Agreement;
[bookmark: _Ref70518043]the Supplier supplied the Cloud Services on the basis that they can be combined, operated or used with the Customer's or relevant third party products; or
[bookmark: _Ref72149784]such combination, operation or use should have been reasonably anticipated by the Supplier having regard to the nature and purpose of the Cloud Services; 
(iv) damage caused by the operation of the Cloud Services other than in accordance with any recommended and reasonable operating procedures specified in the Order Form and User Documentation; or
(v) any Virus, Denial of Service Attack or other malicious act that adversely affects the Cloud Services or associated Services and Deliverables (or any software installed on the Deliverables or connected to them), except to the extent that the Virus, Denial of Service Attack or other malicious act was:
A. [bookmark: _Ref68094805]introduced or carried out by the Supplier or its Personnel; 
B. caused or contributed to by any wrongful act or omission of the Supplier or its Personnel; or
C. [bookmark: _Ref68094807]due to the Supplier or its Personnel breaching the Agreement, including any failure to comply with the security obligations under the Agreement. 
(b) The Customer may, at its sole discretion, request the Supplier to provide Services in respect of correcting or resolving any of the issues set out in clause 9(a) and, if so, the Supplier must provide such Services on a time and materials basis, based on the rates and charges specified in the Payment Particulars or as otherwise agreed between the parties in writing. However, any issue that results from one or more of the circumstances specified in clauses 9(a)(iii)A to 9(a)(iii)C or clauses 9(a)(v)A to 9(a)(v)C must be rectified at the Supplier's sole cost and in accordance with the Agreement. 


[bookmark: _Toc73733037]Annexure A: Definitions and interpretation
Definitions and interpretation
[bookmark: _Toc39851835][bookmark: _Toc39855811]Definitions
Terms used in this Module have the meaning set out in Schedule 1 (Definitions and interpretation) of the Agreement, unless otherwise defined below:
Agreement has the meaning given to it in the ICT Agreement entered into under the NSW Government's Digital.NSW ICT Purchasing Framework, of which this Module forms a part. 
Australian Government Information Security Manual means the Australian Government's manual of the same name available at https://www.cyber.gov.au/acsc/view-all-content/advice/using-australian-government-information-security-manual (or such other link as notified by the Customer to the Supplier). 
Cloud Services means the Cloud Services identified in the Order Form, which may include:
1. Software as a Service; 
1. Platform as a Service; or
1. Infrastructure as a Service.
Customer Provided Data means the Customer Data provided by the Customer to the Supplier (or extracted by the Supplier as part of providing the Supplier's Activities) and in respect of which the Supplier is to provide the Data Services. Customer Provided Data includes any data derived or generated from the Customer Provided Data as a result of the provision of the Supplier's Activities.
Data Services means any data Services specified in the Order Form to be provided by the Supplier in respect of the Customer Provided Data. 
Module means this document (including Annexure A), which is the Cloud Module under the Agreement.
Non-ICT Services means Services that form part of the Supplier's Activities, but which do not comprise ICT Services or Deliverables. 

Permitted Purpose means the use and purposes specified in clause 2.2 and any other purposes specified in the Order Form.

	Permitted Users means:

1. Customer Users; and 
such other persons specified in the Order Form or who the Supplier has permitted to access and use the Cloud Services in accordance with the Agreement.
Services Period has the meaning given to this term in clause 1.3.

Support Period means the period during which the Supplier will provide the specific category of Support Services as specified in the Order Form or as otherwise agreed between the parties in writing.

Support Services means the support and maintenance Services to be provided by the Supplier in respect of the Cloud Services and as specified in the Order Form.

Third Party Components means software applications, components, plug-ins, products and programs (excluding Open Source Software) that are owned by third parties and are stated in the Order Form or which are otherwise used in the provision of the Deliverables and Services.

Training Reports has the meaning given to this term in clause 6.2(a).

Unilateral Variation has the meaning given to this term in clause 1.4(a).

User Licensing Model means where the Cloud Services are licensed to the Customer on a per-user basis. 

Interpretation
Unless as otherwise expressly specified, in this Module:
1. the rules of interpretation set out in Schedule 1 (Definitions and interpretation) of the Agreement will apply to this Module; and
a reference to a clause or Part is a reference to a clause or Part in this Module.
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